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CYPHERTOP’S RESISTANCE TO COMPUTATIONAL BRUTE FORCE ATTACKS 

This document proves beyond any doubt that computational brute force 

attacks are no threat whatsoever for Cyphertop encryption.  To this end, the 

following GEDAKEN is presented (idealized physical experiment to test a 

theory). 

 

THE DNA DATA STRUCTURE OF THIS HEREBY SAMPLE UNIVERSE OF CYPHERTOP 

IS COMPRISED AS FOLLOWS: 

 A list of 25.000 numbers with a range from 1 to 255. 

 A list of 4 numbers with a range from           1 to 65535. 

 A list of 5 numbers with a range from           1 to 2.147.483.647. 

Therefore inside this sample Universe of CYPHERTOP the following connection points can be 

generated: 

PC     =   Connection points =   Permutations between values of three sets of numbers like 

this:  

 

             25.000 numbers between 1 and 255  =    25525.000                =   3,195294         x    1060.163 

             Five numbers between 1 and 216 - 1    =    65.5355                =    1,20883358    x    1024       

             Four numbers between 1 and 231 - 1   =    2.147.483.6474    =   2,126764789   x   1037  

 

PC = (3,195294        x   1060.163)   x (1,20883358 x 1024) x (2,126764789 x 1037)       

 

PC =  8,21479634 X 1060.224 = CONNECTION POINTS OF THIS HEREBY CYPHERTOP SAMPLE 

UNIVERSE (CSU) 

THAT SAID: 

Within a connection point each message can be coded in 2,085924830 x 1093 different forms.     
This figure is broken down as follows: 

Possible permutations of ten values between 1 and 231 - 1 = 2.147.483.64710 = 2,085924830 x 1093 

 

Therefore, in the current CSU the same message can be coded in 8,21479634 x 1060.224 x 
2,085924830 x 1093 = 1,7135447658999 x 1060.318 different forms. 
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Specifically, the attack by brute force on a determined DNA, out of the 8,21479634 x 1060.224 that this 

hereby CSU may contain with the current computational media is far from any consideration. 
 

To prove with updated data why Cyphertop is invulnerable, the following GEDAKEN is presented:  

 

The most powerful computer at present is the Summit of the National Oak Ridge Laboratory and it 

has a performance of = 200 petaflops =  2 x 1017  flops (Floating point operations per second).  
 

Now suppose that a computer that performs one quadrillion times faster than the Summit could be 

obtained, thus its power would be: = (2 x 1017) x (1024) = 2 x 1041 flops. 

 

If a quadrillion of these computers could be built, the combined power of this quadrillion of “improved” 

Summit computers would be  2 x 1065  flops. 

 

From now on until de end of the Universe (according to cosmologists), there are 1032 years left, given 

that there are 31.536.000 seconds in a year, that is 3.1536 x 107  seconds per year. 

 

In this period of time 1032 x 3,1536 x 107 = 3,1536 x 1039 seconds would pass.  

 

Therefore, the quadrillion of “improved” Summit computers, from now until the end of the universe 

would have a computing power of  

 

             3,1536 x 1039   x   2 x 1065   =  6,3072 x 10104  flops  

 

The impossible is assumed here, that is, that with only one floating-point operation each one of the 

possible DNAs of the CSU can be evaluated, which leads to performing the encryption of a sample 

file and evaluate if the original text has been obtained. 
 

Then, it is clearly impossible that with only 6.3072 x 10104   flops, the 8,21479634 x 1060.224 possible 

DNA’s of the current CSU can be evaluated. 

 

And note that four assumptions have been made which verge on the impossible: 

 

1. A computer a quadrillion times more powerful than the Summit. 

2. A grid composed of a quadrillion of these computers. 

3. These computers will function until the end of our physical Universe. 

4. With only one flop a particular DNA can be evaluated. 

 

Quantum computing 

 
Although quantum computing promises great advances, not only must the specific source code of the 

particular Universe of Cyphertop be obtained, but the number of analysis is unattainable, given that 
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if it is admitted that every second a future gigantic supercomputer can analyze 101.000  different DNAs, 

that is, perform that same number of encryptions on the same encrypted file and analyze them, in the 

time that is left for this Universe, this supercomputer will have done:   

 

 

          

101.000 x 3,1536 x 1039 = 3,1536 x 101.039   analysis and of course, even then it would be very distant 

from its objective:    8,21479634 x 1060.224 

 

 

But of course two impossible assumptions have been made:  

 

 The quantum supercomputer will function until the end of our physical Universe. 

 

 For every analysis, the quantum supercomputer needs at least 40 million Qbits, which is 4 x 

107 Qbits and since there are 101,000 simultaneous analyses, it would be necessary for such 

supercomputer to have 4 x 101.007 Qbits. And until now, in the best of cases, there are 

quantum computers with 2.000 Qbits, which is 2 x 103 Qbits of memory capacity. In fact, such 

a memory in Qbits (4 x 101.007) is impossible to build since the total number of elementary 

particles of our Universe is only 2 x 1080.   

 

 

 

 


