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FASTER AND SAFER 

 

This document fully illustrates the two main qualities of the CYPHERTOP encrypting 

metaalgorithm.   

The reader is referred to the CYPHERTOP introductory documents, such as:   

1. Brief description of Cyphertop  

2. Cryptographic Universes: the Cyphertop model  

3. Recombinant algorithms resistant to Quantum computing  

4. Cyphertop’s Resistance to Computational Brute Force Attacks  

5. CYPHERTOP Security is Priceless  

In them a general description of the CYPHERTOP model is made, which is the first encrypting 

meta-algorithm, in other words, it is a generator of encryption algorithms.  

Currently, as in recent times, there are two variables that determine the positioning of an 

encryption algorithm:   

 The security that is obtained with the encryption, which is measured in the number of 

years that are required to break encryption using computational brute force.  

 The speed of encryption, usually measured in megabytes/second.  However, there is a 

consideration that has to be made about this issue:  It is difficult to make comparisons 

between platforms used by the different benchmarks. The performance and comparison 

studies are made in so many diverse hardware and software platforms that it turns out 

difficult to make comparisons.    

Regarding security, the reader is referred to documents 3, 4 and 5 in order to illustrate the topic 

and as a general conclusion drawn from the content of these documents, it is stated that:  Not all 

the matter in the Universe is enough to build the grid of computers that, operating until the 

physical end of this Universe, can break the CYPHERTOP code.  

Therefore, a detailed formal and comparative study of the performance of CYPHERTOP will be 

made to demonstrate that it is also the fastest among the most used algorithms currently.  

In order to circumvent the difficulty of matching hardware and software platforms, the procedure 

will be as follows: 

 

Illustrate the elementary operations (atomic) that the different algorithms perform over the 

information in order to count the number of times that each compared algorithm carries out an 
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operation over a byte of the message.  And based on this, show the algorithm that performs the 

least transformations or operations on the information.  

2. Do comparisons with commercial algorithms whose yields are documented by groups or works 

or researchers and which obey algorithms with source codes loaded for execution and 

programmed in ROM or that the processors contain instructions that speed up a given encryption 

algorithm, as it happens with the Intel Xeon Ni processors which contain circuits that directly 

support elementary operations that speed up the work of the AES algorithm.   

With respect to the algorithms that enter into this comparison, AES 256, Twofish and Serpent 

were selected. For performance reasons, comparisons versus RSA were not made given that its 

processing speeds are well below the three mentioned above.   

  

1. ELEMENTARY OPERATIONS (ATOMIC) that are made on the information.  

 

1.1 Types of elementary operations  

The following are the operations that at the bits or bytes level take place in the majority of the 

encryption algorithms: 

        •   Transposition of bits 

                                                          

 

That is, to move bits from their original position in the message to a different position.    

 

 Substitution of bits: 

 

Using the XOR operation  
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 Substitution of bits 

 

By complement: 

                                                                              

              By equivalence: 

 

         

In the operation of equivalence, a set of bits (byte) that makes up a numeric value is substituted by 

another numeric value giving, therefore, a different value in the set of bits (byte). In the operation 

of equivalence, one byte can acquire any of the 255 valid values for such a field, except the 

original value that that byte had.   

Movement of bytes:  

A byte is moved from one place to another in a message or text, interchanging positions with 

another byte. It is possible that the interchange does not exist, which is usually seen in the 

algorithms that use tables of dispersion, where for example byte 2 goes to position 83 and the 

byte in position 83 goes to position 115 and the byte from position 115 goes to position 23 and so 

on.  

Positions of the original bits of the message: 

 

Positions of the scrambled bits of the message. 
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1.2 Towards another methodology in the measurement of yields in cryptography.  

Usually, measurements or benchmarks for encryption algorithms are made showing results in 

megabytes per second.  Which, as we stated is meaningless given that not all hardware/software 

platforms are equal in computational performance. At best, these benchmarks illustrate the 

performance of a determined implementation of any algorithm in specific hardware. To 

homogenize the process of measuring the performance of different algorithms among them, 

measuring the number of elementary or atomic operations that an algorithm carries out over each 

byte of a given message is proposed.   

In general, all the encryption processes carry out the operations described above at the level of 

bytes or bits, with the exception of algorithms of the RSA type, which operate under the scheme 

of multiplication of information by giant prime numbers. Thus, counting these elementary 

transformations carried out by each algorithm, a common base to measure the performance of 

these algorithms can be established. 

For a real basis of measurement, the diagrams that explain in detail the functioning of the AES, 

TWOFISH and SERPENT algorithms are explained next. The CYPHERTOP meta-algorithm is not 

illustrated here for many reasons, among them, because of confidentiality, but the number of 

times that a byte is processed through an elementary operation is discriminated against here. 38  

The description of the three algorithms, AES, TWOFISH, and SERPENT is presented in order to 

establish the number of times that one byte of the message is processed by each one of them.  

AES 256  

AES (Rijndael) is a block cipher of symmetric cryptography, in other words, it works by encrypting 

and decrypting block by block, using the same private key for both processes. The Rijndael 

algorithm divides the input data into blocks of 4 words of 32 bits, that is, 4 x 32 = 128 bits.   

Basically, the encryptor applies four operations to the state during a determined number of 

rounds. That number of rounds (Nr) is defined by the length of the key used, being Nr = 10 for a 

key length of 128 bits, Nr = 12 for 192 bits and Nr = 14 for 256 bits. 

 

 

 

 

 

 

 

 

 

In graph 1 the steps diagram or tasks of the AES 128 (Rijndael) algorithm are shown: 
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Graph 1 Diagram of Processes of AES 128 Algorithm (Rijndael) 

First, an initial round is done in which only an AddRoundKey operation is applied.  Subsequently, 

the main nine rounds are executed in which the four encrypting operations are applied in this 

order: SubBytes, ShitfRows, MixColumns, and AddRoundKey. Finally, the final round is executed in 

which the SubBytes, ShiftRows, and AddRoundKey operations are applied, thus obtaining the 

encrypted text. For AES 256 the process is the same only that the number of rounds is 14.  

SubBytes:  

The SubBytes operation consists of a non-linear replacement of bytes. Such substitution is done by 

applying the formula: 

 

There is a fixed substitution table called S-box that applies these operations and allows you to 

execute the SubBytes operation through a simple glance.  
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Then, if the SubBytes operations need to be done on number {19}, the value is obtained from the 

table, taking on the value of file 1x and of column x9. 

 

Graph 2. Table of values for the SubBytes process. 

ShiftRows:  

The ShiftRows operation consists of a cyclic rotation to the left of the files of the matrix notation 

of the State, so that the first file remains the same, the second file is rotated one position to the 

left, the third file is rotated two positions to the left and, last, the fourth file is rotated three 

positions to the left.    

 

Graph 3. Typical Box for the ShiftRows process.  

MixColumns:  

 In the MixColumns operation, the four bytes of each column of the matrix notation of the State 

are combined using an invertible linear transformation.    

On each column of the state a linear transformation is applied, that means it is multiplied by a pre-

determined matrix in the field GF. This process is known as MixColumns: 
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Graph 4. Multiplication in the MixColumns process 

The multiplication operation is defined like this: If you multiply by 1, there is no change. 

Multiplication by 2 means a shift to the left and multiplication by 3 means a shift to the left and an 

XOR operation with the initial value without shift. After the shift, a conditional XOR must be made 

if the shifted value is greater than 0xFF.  

Multiplying this way, always taking into account that the addition (or subtraction) of two bytes is 

performed through the Exclusive OR (XOR) operation.   

Within the AES, this is undoubtedly one of the most costly processes regarding the number of 

operations performed.   

AddRoundKey:  

 The AddRoundKey operation consists of the combination of the subkey of the corresponding 

round with the State. This combination is performed through the XOR operation.  

Counting of the elementary operations for the AES 256 Algorithm  

Given that this comparison is made for implementations of executable code loaded in computer 

and not with FPGA’s, we will refer to programming instructions in C or C++ language, in which the 

best part of the implementations of this type have been made.  

So we have fourteen (14) rounds for AES 256, being that in each round 4 operations are executed 

and they are:  

• AddRoundKey 

• SubBytes  

• ShiftRows  

• MixColumns  

Therefore, in AES, the cost in elementary instructions is the following:  

AddRoundKey = It is really an XOR, therefore it counts as 1 operation.  

SubBytes =         Using the table of graph 1, it is really a data movement, that is,  it counts as one                    

operation.  

  ShiftRows =     Six shifts to the left are conducted on the data contained in the Matrix of State  
(4 x 4), therefore the number of operations is 4 for all the matrix, resulting in 4 shifts through the 
shift (<) operation which gives a total of one operation by character. 
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MixColumns  = The multiplication process, as stated before is the most costly operation of the AES 

algorithm, in terms of elementary operations. In reality, it is the multiplication of each column 

(Four) of the State by a predetermined matrix in the field GF.    

Next, one code in C language is presented that illustrates the minimum number of elementary 

operations to implement the MixColums figure for each r vector of the box:   

 

 

The code shown above is an implementation in C language of the Mixcolums routine and in it we 

can count the minimum number of elementary operations that MixColums consumes.  This 

produces 13 elementary operations by character. 

For each round, there is a total of 16 elementary operations by character and since there are 14 

rounds, they add 224 elementary operations by character for the AES 256 algorithm.  

  

TWOFISH  

The number of rounds in Twofish is fixed and it is 16. Twofish does not vary the number of rounds 

for any key size. As it happens in AES 256, the multiplication operation by the MDS matrix is the 

most costly operation. For keys of 128 bits Twofish is slower that AES 128 and for keys of 256 it is 

slightly faster, although, for the comparison with CYPHERTOP, they can be assumed as equal in 

yield.  
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SERPENT:  

This algorithm is considered to be of a higher level of security than Rijndael (AES) and it is 

parallelizable.   

Serpent is an algorithm of symmetrical encryption of blocks that was a finalist in the Advanced 

Encryption Standard contest of the NIST, behind Rijndael.   

Serpent was designed by Ross Anderson, Eli Biham and Lars Knudsen.   

Like other participants of the AES, Serpent uses a 128 bits size block and supports key sizes of 128, 

192 and 256 bits in length. The encryption consists of 32 rounds of substitution-permutation 

operating on four blocks of 32 bits. Each round uses 32 copies of the same S-Box of 4-bit to 4-bit.     

Serpent was designed so that the operations were done in parallel, using 32 displacements of 1 

bit.  

Serpent adopted a much more cautious vision than other participants to the AES 256, opting for a 

greater margin of security.   

 The designers stated that the 16 rounds would be enough for the known methods of attack, but 

they specified 32 rounds to be sure of the robustness of the algorithm against future discoveries in 

cryptanalysis.    
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COMPARISONS BETWEEN THE THREE ALGORITHMS. 

 

Graph 6.  Speeds of encryption for keys of 256 bits in assembler language. 

 

Graph 7. Yield by byte in the processes of establishment of key and encryption in clock cycles. 

The preceding graphs were taken from the article A Performance Comparison of the Five Finalist, 

written by Bruce Shneier and Doug Whiting and where they show the performance of the five 

algorithms selected by the NIST in 1998 to replace the DES as encryption standard (AES).  

Performance of AES in desktop computers.   

Two tests of the performance of the AES 256 algorithm are presented here.   The first shows a 

comparison of different implementations of the AES 256 algorithm and the second one a 

performance comparison of several encryption algorithms on a laptop under LINUX.  

Research work carried out in the Faculty of Informatics UNLP La Plata, Argentina is presented 

where among other tasks, a measurement was made of the AES 256 AIM version, that is, with 
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intensive use of memory using pre-calculated tables. The results of the simulation of the AES 256 

AIM on four hardware platforms are presented.  

The sequential algorithm was executed in a machine with Intel Xeon E5405 architecture and 2GB 

of RAM memory. The algorithm of shared memory that OpenMP uses was executed on a machine 

with 2 Intel Xeon E5405 processors with 4 cores each and 2GB of RAM memory. The MPI algorithm 

was executed using a cluster of 4 machines with the architecture mentioned previously, connected 

by a 1 Gbit Ethernet network and using 8, 16 and 32 cores.  

The CUDA algorithm was executed on an Nvidia Geforce GTX 560TI graphic board with 1 GB of 

RAM and 384 Scalar Processors, (CUDA cores) distributed in 8 Streaming Multi-processes.    

The following table shows the average execution times, in seconds, corresponding to the 

encryption for the different parallel tools on several sizes of input data:  

 

The following image shows the previous execution times graphically:  

As it can be appreciated, the times of the algorithms that use OpenMP and MPI with 8 cores are 

similar with the exception of the test with data of 1 KB in size where MPI performs better.   

 

Graph 8. Encryption times for different implementations of AES 256 with several sizes of files. 

The AES AIM implementation, which uses pre-calculated tables making the algorithm have more 

access to memory than calculations of elementary operations, yielded the results observed in 

graph 9.  
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The prior graph shows the measurement in bytes per second, so that in bits per second and for the 

longest length to encrypt (greatest yield), that is 255 MB (megabytes), it would be:  

AES AIM OMP  (8 cores)    =     65     Mbits/sec  

AES AIM MPI   (8 cores)     =     66.4 Mbits/sec  

AES AIM MPI   (16 cores)   =  130,4  Mbits/sec  

AES AIM MPI   (32 cores)  =  258,4  Mbits/sec  

AES AIM CUDA                    =    85.6  Mbits/sec   

From the results, it is observed that the performance obtained by AES-AIM CUDA is lower than 

that obtained by AES-AIM-MPI when it uses more than one machine of the cluster. The lower 

performance of the CPU is due to the way in which these devices manage the threads to try to 

hide the memory latency. When a set of threads makes memory operations (load or store), the 

GPU places another set of threads to run processes while the accesses to memory of the first one 

are solved. Since AES-AIM practically does not perform processing, there is a point at which the 

latency cannot be hidden.  

  

These figures are interesting:  The yield of the AES AIM MPI in a cluster (32 cores) reaches 34 

megabytes per second while under CUDA this yield only comes to 12 megabytes per second, also 

being surpassed by the AES AIM MPI implementation with 16 cores (17 megabytes per second).   
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For the running-times only the encrypting time was taken into account given that the decryption 

time shows similar results. 

Comparison of the performance of several encryption algorithms executed on a laptop under 

the Linux operational system, with SSE4.1.    

In the next table, the comparison of the AES, Serpent and Twofish algorithms is shown, given in 

bits per second.   

 

Next, the performance of Cyphertop in a desktop with the following characteristics is shown:  

AMD Processor with an FX (tm) 8320 eight core at 3.51 GHz. With a file of 100 Gigabytes, the 

performance of Cyphertop was 50 Megabytes per second, this is 400 Megabits/sec.   

For files of less length, speeds between 41.7 to 48 Megabytes per second were recorded.   

Comparison of the performance of the different algorithms vs Cyphertop 

The highest reading in a desktop for the AES AIM 256 was 258.4 Megabits/sec.   

On the laptop, the highest readings for the different algorithms were:  

 

The maximum yield of Cyphertop in the desktop already described was 400 MiB/s 

.  

As can be seen, in desktop or common users devices, Cyphertop demonstrates a clear superiority 

in yield.     
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FPGA 

Ian Carlo Guzmán, Rubén Darío Nieto, Álvaro Bernal, researchers at the School of Electrical and 

Electronics Engineering, Universidad del Valle, Cali, Colombia, in the year 2016, through the 

programming of an AES 128 in an FPGA Virtex 5 of Xilinx and under the non-feedback mode of 

operation (ECB, CTR). This allows parallelizing the data to be processed, unlike the (CBC, CFB, OFB) 

modes, which don’t allow it and therefore, their yield in encrypting speed is lower.    

The future of encryption is our present The yield in encryption speed, under both modes, ECB, CTR 

was 34.89 GB (Gigabytes), which is 279.12 Gigabits per second.   

The FPGA implementations are usually of very high speed but with the insurmountable difficulty of 

not being able to be adapted massively and at affordable prices in everyday use devices such as 

laptops, desktop computers, tablets or mobile phone devices. These platforms (FPGA) show a 

weakness toward the future and it is, that being tied to an algorithm like AES 256, they depend on 

the future threshold of vulnerability of that algorithm, just as it happened with the DES algorithm 

in a recent past, of which in its time it was said that it was unbreakable.   

AES Ni:  

AES-Ni stands for Advanced Encryption Standard New Instructions, and it allows encrypting and 

decrypting data at a very high speed thanks to the fact that the most recent processors of Intel 

and AMD incorporate this set of instructions.   

While the majority of the recent processors assume this set of instructions, the intelligence 

agencies, the great corporations, and the specialized users, in general, do not use this facility 

because it must be remembered that AES 256 is a standard that the NSA adopted for its 

encryptions and therefore it produces suspicion in this regard.  Don’t forget the massive leak of 

over half a million communications at the hands of Brandon (Chelsea) Manning that ended up in 

the hands of Wikileaks and which produced irreparable damage to the U.S.A.      

But not only the issue of yield is considered, but also the matter of security must be assumed and 

with greater emphasis; AES 256 contemplates a complexity of 2256 while Cyphertop is ensured by 

8.21479634 x 1060.224, which configure the total number of DNAs that comprise the current UMC 

(Sample Universe of Cyphertop, acronym in Spanish). Refer to “Cyphertop’s Resistance to 

Computational Brute Force Attacks”.   

The optimistic calculations of the 70s, when DES what the encryption standard, collapsed in the 

face of the accelerated advance in computers in software as well as in hardware.   

What can be said when in a few years quantum computing gets to demolish the myth of the AES 

256?  

For that future and inevitable eventuality, CYPHERTOP is already ready. 

 

 


