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In this work, innovative research is presented related to the inclusion of randomness as a primary
component of cryptographic systems. A hybrid method of random numbers generation is developed
with randomness close to a uniform distribution within the range of the values of the desired random
numbers. The hybrid method can be considered part of the state of the art in the purpose of
generating random numbers since when electromechanical, electronical or even quantum devices are
used, inputs of information are fed which, with adequate mathematical treatment, serve to generate
random numbers. In the present case, using geometrical structures in simulated rotation through
software, along with computational resources which are fed from not foreseen or random inputs
produced by the operational system of the computer equipment when assisting or interacting with the
physical user and all of the above combined with mathematical treatment, they in effect produce
random numbers of good quality regarding its distribution. From the random numbers obtained, high
quality series of pseudorandom numbers are later produced that can give rise to the design and
implementation of systems that are sufficiently robust for the protection of the electronical
information.
1. INTRODUCTION
It is well known that we are surrounded by situations where the outcome is quite uncertain and the
only thing that we can do, a priori, is to assign probabilities to each result in its space of states. That is
to say, any event whose occurrence is determined by models of complexity greater than the
understanding on the part of human knowledge can be considered of random nature.
On the other hand, increasing knowledge regarding the functioning of natural events is constantly
being sought. However, in the absence of total information regarding a system, in its defect, a
prediction is useful. The prediction models have advanced in the last decades and their improvement
is due to the fact that new studies of the data have refined them, which indicates that every time the
knowledge regarding a system is increased, even if we don’t have all the information about it, the
predictability regarding its behavior also improves.
The doubt is in how reliable is prediction as preliminary information about a system. The
predictability can be expressed as a percentage of reliability given that all prediction is probabilistic.
Therefore, the Percentage of Predictability PP is supposed to represent the percentage of successes in
n experiments of prediction about a system. If new information is acquired and this new information
is weighted, surely the Level of Knowledge about the System, (NCS in Spanish) will have increased
and likewise, the same percentage of predictability will have increased to a new PP’. The question is
whether PP’ is really valid. The answer can only be given after a protocol of n tests (with a
sufficiently large n) so in this way, PP’ can be validated. And in case of discrepancy, the Level of
Knowledge about the System, NCS, has to be adjusted to the value yielded by the number of
successful predictions, that way we have an exact new NCS.
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In any case, the greater the uncertainty regarding the knowledge of a system the greater the
randomness that will be linked to its level of predictability and this fact results very relevant in the
field of cryptography.
2. UNCERTAINTY, THE BEST ALLY OF THE PROTECTION OF INFORMATION
Given that the purpose of encryption is to hide content when a text is encrypted it is sought to
generate the greatest uncertainty possible regarding its content. If there is an n bits long message, the
number of different codings, except the original text, is 2n - 1. Now, when one bit of noise is added
to the text, the number of encryptions will be 2n+1- 1. That is to say, for each bit added to the original
text, the number of encryptions is doubled, and when k bits of noise is added to a text of length n,
the number of encryptions will be (2n+k) – 1.
Thus, it is established as part of this investigation that when noise is added to an encrypted text, the
growth of uncertainty inherent to that text grows in an exponential manner. This fact turns out to be
very important because it goes beyond the theoretical limits of possible encryptions for a text and
with that, better protection of the information is achieved. To generate the mentioned (2n+k) – 1
encryptions, what better tool than the generation of pseudorandom series created with the random
number per se.
3. THE GENERATION OF RANDOM NUMBERS
There are many methods for generating random numbers with the label of “Random”, that is,
numbers with acceptable randomness levels for certain purposes such as simulation and gambling.
These methods can be classified, according to the degree of "randomness" that they achieve, in
Mathematical Methods, Purely Phenomenological Methods and Hybrid Methods [].
The mathematical methods gather all the methods that use mathematical formulas or algorithms to
generate “random” numbers. These methods, in reality are deterministic because they don’t achieve
the same expected probability for all the numbers in a given range, which is the premise of the
mathematical expression “If the range of output values of a procedure to produce random numbers is
the scalar R, for randomness to be produced, it is necessary that when a random number is requested
all the values of the range R must have a probability of 1/R” [2]. In this sense, the famous phrase of
Von Newman regarding randomness comes to mind "He who develops arithmetical methods to
produce random digits is of course in sin” [3]. The mathematical methods serve, therefore, for
applications that do not require a high level of randomness, and the fact that they show repetition of
series of numbers in small to medium size contents disables them for the purpose of protection of
information.
In the mathematical methods the linear Congruential generators, the Extended Fibonacci Generators
and, the Combined Generators stand out [].
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Of the first two types, the phrase of Von Newman describes their shortcomings. Regarding the third
type, efforts have been made with XOR functions and shuffle of numbers to try to avoid repetitions of
periodic sequences [].
The purely phenomenological methods are based in the study of the randomness of the unexpected
physical events, for example, quantum ones, over which there is no control nor total knowledge. In
this type of methods, it is necessary to study the data output of the system to evaluate, under the
randomness tests protocols, if we are really before physical events of random behavior or if the
intervention of one or more variables skew the generation preventing a uniform distribution of the
output values. Either way, this type of events, even though they serve to capture successions of
random data, they have the disadvantage that since they have no control by part of a mechanism or a
computer program, they could under certain circumstances, produce series of numbers sufficiently
skewed towards a value for motives that might not be known at a given moment. Even so, they are
useful for situations that require “randomness” in real time such as simulations or gambling. For
applications for protection of the information, they are no good since they cannot be replicated in the
deciphering [].
The hybrid methods are described in a general way in section 4 which follows:
4. HYBRID METHOD PROPOSED FOR GENERATING RANDOM NUMBERS
The hybrid methods combine data from the physical world with numerical methods in order to
obtain, in real time, an output of probability distribution very close to the uniform one. The numbers
thus obtained are stored to be combined later with series of numbers produced by any mechanism of
pseudo-random production. This way, the series of pseudo-random numbers are obtained with
random characteristics, that is, close to a uniform distribution but one that can be replicated. For this,
they result useful in processes of protection of information.
A hybrid model is proposed in this work which captures the values of variables of the physical world
to carry out the production of data with a relatively acceptable uniform distribution, as will be
discussed below. For the model proposed here, the data of the physical world come from events like
the time marked by the clock of the computer system used, the cycles of the processor, the process
identifier, the random generation offered by UUID o GUID functions, a clicked key, the position of
the mouse on the screen, the accelerometers in mobile devices, among others. Numbers are taken
from the range of values for each type of event and arithmetic operations are made between these
numbers with the purpose of creating larger numbers of random characteristics. If the values of the
physical random variables are well distributed, the “magnified” resulting numbers will tend to
preserve the characteristics of the distribution of the data captured initially.
Once these “large” numbers are achieved, they are introduced in a set of tridimensional structures of
data that rotate, like disks or cylinders. Later rotations of such structures are simulated and
sequences are captured (reading) of these “large” numbers produced by the geometrical alignments in
certain positions in these structures. Such a mechanism of rotational structures must be implemented
in such a way that:
a. The random numbers that intervene in the calling of the construction of that mechanism
must indicate the initial positions of the reading of the data, the direction of rotation
(clockwise or counterclockwise) and the rotation speed of each rotational structure.
b. That the reading of the rotational components is done following alignments established
previously for each rotational structure and modulating the response to the range
required in the calling function that requests a “random” number.
c. That unexpected breaks of sequences occur, that is to say, that unexpected jumps happen
through the implementation of software that allows detecting certain alignments or
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conditions of the rotational structures, so that in such circumstances a new position of
reading is established, changes in the same manner in the parameters of the movement of
each structure (speed and direction).
5. PROPOSED COMPUTATIONAL MODEL: THE CYLINDER SYSTEM
The CYLINDER System was developed complying with the guidelines of the proposed hybrid method
to obtain a pseudo-random series of numbers. This model, which is shown in figure 1 and which is
developed as an example for this document, corresponds to a collection of five cylinders, one inside
the other. Each cylinder, in turn, is constituted by five bands and each band contains 50.000 “large”
numbers. These dimensions were adopted following criteria regarding RAM memory availability in
the majority of the computers and mobile devices in use at the present time. But larger or smaller
cylinders can be implemented depending on the availability of the RAM memory resource. It is
understood that the greater the dimension of the model, the possibility of repetition of pseudorandom sequences diminishes notably.
To build this model in the memory of the computer, abstraction is made so that each cylinder can be
represented as a two dimensional array or matrix (m rows by n columns) whose extremes of the
dimension n (columns) are adjacent, that is, in the programming it is supposed that the zero columns
(a b) are adjacent to column n-1 (c d). See figure 1. The same effect is produced as when a sheet of
paper is rolled which is two dimensional and it is joined at the edges, as follows:

Figure 1. Rolling of each plane of the model of cylinders.
In a similar way, 5 planes are rolled one inside the other (concentric) to form the CYLINDER
system. Once the tridimensional array is declared in the memory (X planes with Y number of bands
or files for each plane and with Z number of columns for each band) it is filled. Two sets of numbers
will be used for this:
1. Set of resident and permanent numbers for each CYLINDER. It is a collection of sets
of numbers, called random seeds which are called the DNA of each CYLINDER.
These sets of numbers are generated by the interaction of the user with the
computer or mobile phone, by the time marked by the system’s clock, the cycles of
the processor, the identifier of processes, the random generation offered by UUID o
GUID functions, random variables that the C++ language provides (random
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function), a key pressed, the position of the mouse on the screen (computers) or the
accelerometers of the mobile devices.
2. Set of numbers that in the calling incorporate the function that builds the
CYLINDER.
For the set of the first point, you can opt for an arbitrary number of sets of numbers. In the
cylinder used as an example in this article we have three sets of numbers as follows:
1. A group of 25.000 numbers with a range from 1 to 255 (char type in C++ language).
2. A group of five numbers with Values from 1 to 231 - 1.
3. A group of four numbers with Values from 1 to 215 - 1.
For the set of the second point; when the call is made to build the cylinders system
(CYLINDER), the calling function must incorporate in its parameters a set of numbers (here they will
be called modifying numbers) which will be used to carry out arithmetic operations with numbers
from the set that conforms the DNA of that cylinder in order to particularize that cylinder built for
that call. Hence the reason for its name, as the numbers of the second set modify on each occasion
the DNA with which the cylinder was constructed.
Then, combining the two sets of numbers through basic arithmetic operations and given the
magnitude of the numbers involved, we are able to fill each box of the cylinders system (CYLINDER)
with numbers of a dimension greater than 105. In the example cylinder, the usual value of these large
numbers has a range between 106 and 109.
The cylinders system can be observed in figure 1. In the left part, the external cylinder is
observed with its five bands loaded with numbers (it was necessary to use small numbers to simplify
the graph). And to the right, there is the system in perspective where you can appreciate the internal
cylinders with its bands and numbers in the boxes.

Figure 1. The cylinders system (CYLINDER).
Once all the boxes of the cylinders system are loaded with the “large” numbers mentioned
and using the modifying numbers that are parameters of the function used to build these cylinders,
the following data necessary for the rotation of the bands of each cylinder and for the corresponding
production of pseudo-random numbers of such system (CYLINDER) are calculated:
1. The direction of rotation of each band (clockwise or counterclockwise).
2. The rotation speed of each band. There are three speeds whose amount of
displacement goes from Slow (L) to Medium (M) and High (H).
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3. Initial place of reading for each band, that is the box of each band of the cylinder
system where begins the readings of the data of the cylinder system. The reading of
the data in said box and returns a modulated answer, that is to say, within the range
of values from 0 to int – 1, where int is the parameter of the calling function used
for read data from the cylinder system.
The system, in successive moments, that is to say in each call to Cylinder (int), makes the
reading on the box that corresponds and displaces the band where the reading was made, in the
direction and speed established previously. The band will rotate according to the movement data
pertinent to it (points 1 and 2). Then the CYLINDER system takes position on the next band to be
read, whether it is being read band to band of the same cylinder (vertical reading, figure 2) or
horizontal reading: All the first bands of the cylinder are read and then the second ones and so on all
the way to the last set of bands. See figure 3.

Figure 2. Places of reading of all the bands of a cylinder (vertical reading). The readings are
done following a vertical alignment.

Figure 3. Places of reading on the bands of several cylinders simultaneously.
(Horizontal reading) The readings are done following a horizontal alignment.
In each step or movement of the set of bands, the numbers on the alignments are read, on the bands
of one cylinder (vertical reading, figure 2) as well as on the bands of all the cylinders (horizontal
reading, figure 3). And due to the fact that each band rotates in a different direction and with
different speeds to the others, it will be very unlikely that an alignment of reading positions will be
repeated.
Thanks to the modifying numbers, a giant collection of cylinder systems can be obtained where each
system is, in reality, a different generator of pseudo random numbers. For the cylinders system
created for the present document the structure of the CYLINDER system was implemented in the
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C++ programming language through tridimensional arrays, but it can be implemented in any
computing procedural language that supports tridimensional arrays.
5.1

Quantum jumps.

The term “quantum” is used to describe a classical characteristic of certain phenomena described in
physics. Such quality referred to these phenomena is the uncertainty regarding its occurrence in time,
for example, in the experiment of the photon and the two grids or the famous Heisenberg's
uncertainty principle. Also regarding he interweaving of particles. Similarly, we have in the cylinders
model, a phenomena which can be included in the quantum category because of the unpredictability
of its appearance: In effect, given that the parameters (modifying numbers) with which the
function that builds the cylinders is called are produced as explained earlier, by the interactions of the
user with the hardware or by non-controllable variables that the operational system might provide at a
given moment, we can say that such parameters are random. Therefore, they will modify the DNA of
the cylinders' system in an unexpected way and the result will be that the large numbers that fill the
boxes of the cylinders model will finally have a value not predictable before hand.
Due to the above, the initial variables for the functioning of the cylinders system, such as: The
direction of rotation, the speed of rotation and the initial position of the reading of each one of the
bands of the system (25 for the present example) are not predictable, having as a consequence that
once the mechanism is functioning, it will produce such alignments for the reading of data that they
can be classified as random in time. Therefore, a mechanism was implemented that, when it detects
some determined alignments in the positions of reading, it modifies instantly the variables of
operation of all the bands. That is, the speed of rotation and the direction of rotation of each band are
modified right there. Also, the places of reading are “restarted”, or to describe it in a graphic manner,
they “jump” to another place within the number of boxes that each band has (50.000 for the present
example) and start from there, and, each band will continue rotating and delivering results when its
turn arrives.
The “quantum” jumps were made thinking about breaking the production sequence of pseudo random
numbers of the cylinders system in an unexpected way and thus coming close to the property that is
desired from these numbers: randomness.
5.2

Generation of pseudorandom series

To generate pseudorandom series, the applications that require them must invoke the reading
process of the numbers stored in the cylinders model (CYLINDER) with the function Cylinder (int)
(generic name of the function of the integer type which returns a pseudo random number using the
cylinders mechanism). As already stated, the int parameter serves to indicate to the Cylinder()
routine that it must return an integer value between 0 and the value int-1.
In the beginning, when it starts operation, the cylinders system makes readings on the vertical
alignments of the external cylinder and it then goes to the next concentric cylinder. Then, when the
readings of the innermost concentric cylinder are done, it starts with the horizontal readings in which
it starts reading the alignments done over the number 1 bands of all the cylinders and when it finishes
with these readings it goes to the number 2 bands and so on until it gets to the last bands (number 5
bands in the present example). When the readings are finished, it again begins a new cycle: Vertical
readings –> horizontal readings.
It should be noted that each time that a number is read in any band, it is displaced in the
predetermined direction for it and with the speed determined for it. The three speeds mentioned
before cause the band to move as many places as its speed establishes: H = high speed = 3 boxes. M
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= medium speed = 2 boxes and L = slow = 1 box. In this way in the next reading opportunity over
that band, such reading will be made over the new box that is now on the site of alignment of the
readings.
And so the readings are occurring and the bands are displaced in a process that is “restarted” when
certain alignments of the sites of readings of the band are detected and the “quantum jumps” occur.
And the process is restarted until the next quantum jump or until the end of the work of the cylinders
system (CYLINDER).
The readings produce pseudo random numbers since they are generated in pre-established conditions,
but the complexity of the model is such that the data produced seems random. For example sake, in
test protocols of up to 5.000.000.000 requests of numbers to the example cylinders model for this
document, no repetitive periods of ten (10) numbers returned by Cylinder(int) appeared along with
this sample. One of the features that contribute the most to reaching this result is the fact that the
positions of the bands are not realigned periodically but through the so-called “quantum jumps” which
are unexpected.
5.3

Modulation property of the Cylinders Model.

Each time Cylinder(int) is invoked, the range (0  int-1) to which the returned value will
belong must be specified. Given the characteristics of the numbers that are stored in the mechanism
of cylinders, these are “large”, therefore, usually they exceed the ranges within which it must deliver a
requested number, the reason for which the output must be modulated.
The modulation process that increases the robustness of the model is illustrated now, let k
and v be two positive integer numbers and different from each other.
And be i = k % v (1)
i contains the rest of the division of k by v.
Here is the reason why the numbers of the cylinders model are “large” in value, and it is that
through the operation of division, a remnant or module might be obtained. And thus deliver the
module as a result of calling the Cylinder(int) function. So then, to the effect of the formula
expressed in (1), the Large numbers are assimilated to k, the term v is the parameter int of the
calling of the Cylinder(int) function and the result that this function returns is i. Rewriting
expression (1), we have:
Results returned by the function Cylinder(int) = Large numbers of the Cylinders System % int
Now, the rotation parameters of each band (direction and speed) cause that every time the
mechanism of cylinders begins to rotate, a new alignment will be very unlikely in the same place for
all the bands during an encryption routine. To this we must add that for this to occur, it is necessary
that at least one full rotation of all the bands takes place and since the cylinders mechanism produces
“quantum” jumps with repositioning of the sites of reading and changes in the rotation parameters of
each band, the probability of repetition of an alignment with the same rotation parameters is
extremely remote.
And as if that was not enough, it is necessary to mention that the property of response modulation of
every box: For every one of the numbers of the cylinders system v-1 results can be extracted
depending on the int of the function Cylinder(int). That is, it is possible although remote, that the
alignments and the rotation parameters are repeated but at that moment the int parameter that
handles the modulation of the response given by the Cylinder(int) function and with a great
probability in favor, will not be the same as the last time that the alignments were repeated, therefore
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the response of the Cylinder() function will be different. The preceding prevents to a high degree the
occurrence of repetitive cycles which are common in pseudo random generators.
How many different series can the cylinders mechanism produce? If the specified (int) range
in the called cylinders mechanism remains fixed, the number of random series will be 4.567192606 x
1046. The previous figure is obtained this way: The modifying numbers are five numbers with range 1
to 231-1  2,147,483,6475 = 4.567192606 x 1046.
But if this range varies in time, the numbers become much larger because of the modulation
property and it is not possible to calculate it numerically. This is due to the following (taking data of
the cylinders model used in this document): How many different cylinders (NC – number of
cylinders) can be built based on the DNA structure defined for the present module?
NC

= Permutations between values of the three sets of numbers that comprise the DNA,

thus:

x 1060,163
x 1024
x 1037
60,163
24
37
= (3.195294 x 10
) x ( 1.20883358 x 10 ) x ( 2.126764789 x 10 ) 
60,224
= 8.21479634

25.000 numbers between 1 and 255 = 25525,000
Five numbers between 1 and 216 - 1 = 65.5355
Four numbers between 1 and 231 - 1 = 2,147,483,6474

NC
NC

= 3.195294
= 1,20883358
= 2,126764789

Now, as it has been said already, each cylinder can be modified (by the modifying
numbers), in 4.567192606 x 1046 different forms, then the total number of series generated by all
the possible cylinders would be: 8.2147963460,224 x 4.567192606 x 1046 = 1.7135447663 x
1060.318.

But the modulation property intervenes where each box of the cylinders system can deliver a
number of answers or pseudo random numbers corresponding to its magnitude, that is if the number
is for example 1.000.000 it would be a million different answers and of course we do not know the
content of each box of each possible cylinders system. And in the last ones, the sequencing of the
values of one cylinder by the effect of the modulation of the answer, depends on the size of the file
that is being encrypted, so that it is also an unknown variable and depends on what sizes of files are
allowed at a given moment. The proof of this last assertion is beyond the scope of this document, as it
would go into the field of the encryption model designed for using the cylinders system proposed
here. For more illustration, the reader is referred to check the document Cryptographic Universes:
The CYPHERTOP model [].
So for the purposes provided herein, it is established that the minimum number of random series
produced by a cylinders mechanism, in particular, is: 4.567192606 x 1046 when the int parameter
does not change in time.
In this regard, it can be added that:
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5.4

This number of random lists are for each DNA, that is, for each user of a
cryptographic method that uses the cylinders system, will be different from other
users lists’s, by virtue that its DNAs are different.
Take this figure (4.567192606 x 1046) as corresponding to the dimensions of the
cylinders system used as an example for this document.
Random DNA, a good start.

One of the pillars of good protection of information is creating encryptions with models that
imply the maximum uncertainty possible and the cylinders model has demonstrated in the tests
carried out, a great capacity to make the production resemble truly random series.
In the test stages of DNA generation 110.000 sets of 25.000 numbers were generated, each
one with a range between 1 and 255. (These 25.000 numbers are the main component of the DNA
for the cylinders system of the present example.) The occurrence of each number was added, by its
respective value, in a vector of frequencies.
With the method of generation of the DNA used here the uniform distribution of data similar
to the physical phenomena of white noise is obtained, which is a stochastic process whose output is
considered random, although limited strictly to a specific range.
In the graph of figure 4, the averaged frequencies of the 100.000 sets of values between 1 and
255 are illustrated. Annex 1 illustrates the frequencies of each value for the set of data produced.
Where the average frequency of the data is 25000/255 = 98,039.
As can be seen in the graph of figure 4, the standard deviation has a good separation of the
media, a good level of uncertainty which is in essence what that statistic measures.
A standard deviation ( σ ) of 10,754 was obtained which is an adequate measure for
cryptographic purposes because it guarantees a good dispersion without sacrificing the appearance of
all the values in the range from 1 to 255.
To better illustrate this point, an example of the inadequate distribution of frequencies is
developed herein. Suppose that 128 values have a frequency of 98 appearances and the remaining 127
values had 99 appearances.
Then, 128 of the numbers from 1 to 255 would have a frequency of 98 (less than the average)
and its standard deviation is 0.6959146. Remember that standard deviation measures the level of
uncertainty. This implies quite a low level of uncertainty or dispersion of data. For the remaining 127
values, the situation is similar. Now, the question arises of how to establish an appropriate index of
randomness.
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Figure 4. Frequencies for data for the generation of DNA
6. A different approach to measure the randomness quality
The quality of a random sample can be obtained from the analysis of the frequencies with
which the values appear within a specific range. The size of the sample must be at least 100 times the
size of the range so that adequate coverage of all the frequencies or appearances of each value can be
achieved. In order for the sample to be classified as random, it should be expected:
1. The standard dispersion should be between 15% and 20% of value of the mean, for
which the ranges of the values are grouped in a band lower than 30% when both sides
of the arithmetic media are projected.
2. In any sample of random nature from regular to a good size, the sum of frequencies
of the first half of the size of the sample tends to be similar to that of the second half
(frequencies well spread over).
3. If the frequencies are ordered from lower to higher value and the results are graphed,
a curve with a constant slope along its path should be obtained excepting its extremes
which represent the peak values, which are precisely the ones that differentiate a true
graph with random values from one corresponding to white noise. This demonstrates
that there is a homogeneous distribution of frequencies in the greater part of the
sample and the peaks (very high or very low values of the frequencies) are situated on
the extremes of that curve. On the other hand, if the slope was equal to zero (0),
that is that the line is horizontal, that would mean that all the frequencies are of equal
value which is invalid as a premise of randomness.
4. No value should have a frequency of zero, that is no appearance. This would be
indicative of some bias or undetected condition that prevents the appearance of that
value during the sampling.
One way to measure what is mentioned in point (2) is to make a summation of the quantities on both
sides of the median, which is the mean value of the range. Let n be the size of the range and m its
median. The Sum of the Quantities (frequencies) on the Left Side of the median will be called SCLI
and the Sum of the Quantities (frequencies) on the Right Side SCLD.
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If n is odd: median = med = | m |
Then
𝑚𝑒𝑑
SLCI = ∑𝑖=1 𝑓𝑖 + 𝑓(𝑚𝑒𝑑 + 1)/2 y SCLD = ∑𝑛𝑖=𝑚𝑒𝑑+2 𝑓𝑖 + 𝑓(𝑚𝑒𝑑 + 1)/2
If n is even: SLCI = ∑𝑚
and SCLD = = ∑𝑛𝑖= 𝑚+1 𝑓𝑖
𝑖=1 𝑓𝑖
Therefore it is expected that SCLI ≈ SCLD. Or also that SCLI / SCLD ≈ 1. For the
example of the DNA analyzed here, SCLI / SCLD = 12.679/12.322 = 1,028972 ≈ 1. The ideal is
that the interval 1 to n can be divided recursively into shorter segments and to apply the prior analysis
to adjoining segments.
Finally, in reference to point (3), ordering the frequencies from lower to a higher value, the
graph shown in figure 5 is obtained.
Here it can be observed that the inclination of the slope along the straight line formed by the
frequencies is constant, which eliminates factors that could alter the distribution of frequencies within
the established range (1-250). This distribution of frequencies is mainly grouped inside the interval ( –
σ, σ). If the curve in figure 5 was discontinuous or it changed its inclination abruptly, this would, in
fact, show a perturbation factor of the randomness of the sample.

Figure 5. The distribution curve of the frequencies of the DNA.
Now, in figure 5 extreme peak values upwards and downwards are observed on the
extremes, in fact, there is quite a low frequency: 63 and it is quite high: 135. These peak values are
to be expected and they are precisely the confirmation of the randomness of the sample since the
grouping of all the values in the interval ( – σ, σ), for example, would show a limiting factor that
would take away randomness from the process. This limiting factor precisely is the one that is
observed in the graphs of white noise, of which it can be said that they are not completely random.
Figure 6 shows a graph of white noise that illustrates what has just been said.
To corroborate the preceding, look at the similitude of the graph in figure 3 with the graph of
figure 6. They look similar, but they are not so because the latter graph belongs to the generation of
white noise, which is not completely random if one detail is analyzed: all its maximum values are
almost alike as well as the minimum values.
When any sample is tested, which is supposed to be random, a graph of values grouped
between the median and the value of the dispersion on both sides of the median is to be expected, but
that does not prevent “peak” values unusually small or large to exist.
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Figure 6. White noise.
7. Random quality of the generation of numbers starting from the cylinders
mechanism.
As stated before, each time that the cylinders mechanism is created five (5) modifying numbers are
sent as parameters, which allow generating for the same DNA, a cylinders mechanism of
4.567192606 x 1046 different ways (for the present example). Then it is impossible to predict at a
given moment, the production of numbers by part of this mechanism. Applying the same analysis that
was done to measure the randomness quality of DNA, it can be established whether this mechanism
produces a series with randomness characteristics or not. 5.000.000.000 data were generated from
the cylinders mechanism, within a range of 1 to 255. The frequencies of appearance for each value of
the range are shown in figure 7. Compare these frequencies with those obtained in the generation of
DNA (figure 4).
In order to establish a more valid comparison with the production of DNA, already analyzed, we
proceed to obtain the graph of the distribution curve of the frequencies of the production of random
numbers from the cylinders mechanism which is shown in figure 8.

Figure 7. Frequencies for the data produced by the cylinders mechanism
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Figure 8. Distribution curve for the frequencies of the data produced by the cylinders
mechanism
It is clear that the results show a great similarity with those of the DNA analyzed previously
and they comply with the four conditions set out in paragraph 6 of this document.
Finally, the statistic measure proposed in that paragraph was applied and its result was: Given
SCLI = 2.459.639.698 and SCLD = 2.540.360.303  SCLI / SCLD = 0,96822474
Demonstrating an adequate balance of frequencies on either side of the mean.
8. Autocorrelation test.
This test is considered as the most reliable to measure the index of the randomness of a series of
numbers that are presumed to be random.
The randomness criteria of this indicator are the following:
If the value of the correlation index obtained is close to 1.0, the series is little or not random at all, on
the contrary, if the value is close to 0.0 such series of numbers is truly random. The ideal would
then be, a correlation index equal to 0.0.
This topic is covered in more depth in the document “CYPHERTOP: Randomness, Cryptography and
Resistance to Quantum Computing”, where the autocorrelation tests are done to DNA (25.000 samples)
and to the production of pseudo random numbers by part of the cylinders mechanism. (2.000.000 samples),

with excellent results.
Other measures of randomness.
Among the classic tests for measuring the randomness of a sample, the following stand out:
a. The test of frequencies: To verify that the data are evenly distributed.
b. The GAP test (of holes or of distance): To ensure that the recurrence event
of each particular digit in a sequence of numbers occurs in a periodic and random
manner.
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c. The Poker test: To analyze groups of random numbers as if they were a poker
distribution (“dealing”) and compare each distribution of cards with the
repartition of the “dealing” expected using the Chi-squared test.
d. Full length test: To detect if a statistically unacceptable pattern exists which
increases or decreases between adjacent numbers in a sequence of them.
e. Series Tests. To measure the correlation among adjacent elements in a
sequence of random numbers.
These tests, however, have a great inconvenient: Each one measures only one particular aspect of a
random series such as, for example, if a digit appears every determined number of positions, or if a
sequence of digits is repeated with certain frequency, without taking the random series as a whole for
a statistical analysis. In this way, some “random” series are able to pass successfully one or more of
these tests, but not all.
9. CONCLUSIONS.
The future of the protection of information does not belong to deterministic methods or algorithms.
Furthermore, the power of the computers increases constantly which demands that the protection of
information advances at an even greater rhythm.
The indetermination and good management of randomness is the surrounding that is projected as the
best defender of information and hence of privacy in economic activities, in defense and in
technological and scientific research. And why not, of the information that the common citizen
handles.
The cylinders model is a particularization of geometries in rotation which can supply a randomness
level that is quite high, producing very reliable pseudo random series, in fact, as we have seen, with a
very acceptable profile of randomness. All this is achieved with ordinary computing resources,
without the need for a mainframe or a computing cluster.
The future of protection of information is in the non deterministic methods not supported by
powerful pseudorandom generators based as in the present case, in complex structures of dynamic
data (which simulate movement - rotation).
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Annex 1.
Frequencies of values of 25000 random numbers with a range from 1 to 255
(DNA).
From value
From value
From value
From value
From value
From value
From value
From value
From value
From value
From value
From value
From value
From value
From value
From value
From value
From value
From value
From value
From value
From value
From value
From value
From value
From value
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1 to 10
11 to 20
21 to 30
31 to 40
41 to 50
51 to 60
61 to 70
71 to 80
81 to 90
91 to 100
101 to 110
111 to 120
121 to 130
131 to 140
141 to 150
151 to 160
161 to 170
171 to 180
181 to 190
191 to 200
201 to 210
211 to 220
221 to 230
231 to 240
241 to 250
251 to 255

= 101 87 96 105 114 92 100 135 83 90
= 95 111 107 104 108 92 116 78 98 106
= 86 107 105 115 93 93 121 84 88 100
= 85 90 108 92 93 93 100 110 104 102
= 112 88 104 108 110 124 93 99 99 106
= 94 105 90 114 96 105 102 91 106 98
= 83 92 112 86 102 103 104 97 104 121
= 115 76 104 92 110 92 104 114 99 101
= 114 112 100 111 91 94 94 81 92 95
= 87 109 74 103 76 87 92 114 92 96
= 84 86 95 81 97 111 95 83 116 105
= 96 95 86 94 126 95 123 101 87 107
= 104 113 108 103 90 102 90 99 94 89
= 104 119 106 110 101 108 90 82 105 98
= 85 103 81 102 94 68 100 93 103 99
= 76 104 95 89 90 106 90 90 90 85
= 100 95 89 96 87 105 102 92 95 90
= 96 86 101 91 112 112 115 108 81 105
= 92 93 91 110 109 109 93 114 99 102
= 100 97 100 92 109 111 99 98 97 94
= 92 77 95 85 113 91 104 86 103 102
= 81 110 82 91 95 105 77 92 111 95
= 82 109 90 89 111 99 104 105 86 91
= 112 112 92 87 104 87 86 96 98 87
= 112 93 93 93 93 98 80 101 109 101
= 98 72 108 103 90 102 90 99 94 97

